
 

 

 

Specialist (IT Security Management) (gn) 

Your tasks:  

 Be an integral part of IT Projects and influence decisions about the design of new IT systems which 
support the principles of security and privacy by design. Ensure that IT security is considered in pro-
jects from start to finish and gets the right attention. 

 Engage with different stakeholders from the IT department and the wider business. You will  be ex-
plaining complex security topics to people who may or may not have the same level of understanding 
as you. 

 Design and implement security processes, standards and guidelines to be followed by colleagues in 
the IT department.  

 Respond to security events and incidents as they occur and within SLAs.  

 Taking information from threat intell igence feeds you will  be able to assess the risk to the business 
of new and emerging threats. Advise on suitable courses of action to mitigate the risk. 

 

Your profile:  

 You will  l ive, sleep and breathe IT Security. You will intuitively be able to identify IT Security risk when 
it’s presented to you. 

 The IT Security skil ls and knowledge that you have developed in previous security roles or education 
will  mean you can shape this role and make it your own.  

 You will  have, or be at the advanced stages of working towards a relevant IT Security qualification 

such as Security+ or CISSP.  

 You’ll  get a kick out of getting to the truth from looking at log fi les. And by looking at computer 
network diagrams you’ll  be able to suggest improvements to security. 

 You’ll  have experience of working with a variety of IT Security tools used to test the security of ap-
plications or computer networks. 

 You can explain difference between an IDS, a SIEM, an IPS, a stateful firewall, and a WAF. You’ll  know 
where to deploy each of them and why. 

 


